Federated Learning for Non-1ID Data: From Theory

to Algorithm

Bojian Wei, Jian Li*, Yong Liu, and Weiping Wang

Institute of Information Engineering, Chinese Academy of Sciences
University of Chinese Academy of Sciences
Renmin University of China

18th Pacific Rim International Conference on Artificial Intelligence (PRICAI 2021)
November 10, 2021

Author (IIE, CAS, UCAS, RUC) Federated Learning for Non-IID Data: From Theory to / PRICAI-2021



Contents

1. Introduction

or (IIE, CAS, UCAS, RUC) Federated Learning for Non-IID Data: From Theory to / PRICAI-2021 2/33



Non-1ID Data Partitioning in Federated Learning

@ In Federated Learning (FL) McMahan et al. [2017], the raw data of each
client is stored locally and can not be obtained by any third party —
Non-IID problem.

@ Non-IID (not independently or identically distributed) data partitioning:

@ The distribution is different on different clients.

@ The amount of data among different clients is unbalanced.

@ Data on some clients may be relevant.

@ The non-IID problem leads to the decline of the model’s effectiveness
compared to centralized learning (CL).
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Lack of Generalization Analysis

@ Many studies try to solve the non-1ID problem by designing new
algorithms empirically Wang et al. [2020a], Smith et al. [2017],
Pustozerova et al. [2021], McMahan et al. [2017], Li et al. [2020a],
Karimireddy et al. [2020], Yu et al. [2019], Wang et al. [2020b], Li et al.
[2020c], Briggs et al. [2020], while only a few studies have carried out
generalization analysis Mohri et al. [2019] for FL.

e FedAvg applies iterative model averaging to deal with non-1ID data.

@ Using local momentum instead of local SGD.

e Using clustering to FL.

@ Agnostic FL provides a generalization view of FL, but the target is to
optimize the worst case in the hypothesis.

@ Lack of generalization analysis for FL under the traditional framework.
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Contributions

We analyze the excess risk for FL with non-11D data, which measures the gap
between the global model trained by FL and the optimal model trained by CL.

@ Theoretically: We give the excess risk bound between FL on non-IID
data and CL for the first time and find out the factors that affect the
accuracy decline. We give a reasonable explanation for the bound by
decomposing the excess risk into three terms: agnostic error, federated
error and approximation error.

@ Algorithmically: We propose a novel algorithm FedavgR (Federated
Averaging with Regularization) to improve the performance of FL on
non-1ID data, which is regularized by Rademacher complexity and
discrepancy distance.
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2. Preliminaries and Notations
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Preliminaries and Notations

@ Assume that there are K clients in a FL setting, where samples (x*, ")
on the k-th client with size of n;, are drawn i.i.d. from distribution p;, data
on different clients may not have the same distribution (p; # p;), and all
clients participate in each communication round.

@ The global distribution is assumed to be a mixture distribution of local
distributions on all K clients: p = S+, pr.px, Where py, is the mixture
weight (Zszlpk = 1). Actually, the mixture weight p;, is unknown, so an
estimated weight p;, will be applied in practice, which brings us the
estimated global distribution 5 = > | ;.

K
p= Z PkPr
k=1

K
Server h
Ops1 = E Pkeg{
k=1

/ o
9:+1 Ori1

Client-1 CI|ent 2
() ~e@y) (x2y ) 02(%,9) (K, yE)~pr (%, )
i=1..,n i:l,...,nz i=1,..,ng

Author (lIE, CAS, UCAS, RUC) Federated Learning for Non-IID Data: From Theory to / PRICAI-2021



Preliminaries and Notations

@ The hypothesis space H = {x — f(x)} consists of labeling functions
f: X =), where X C R? represents the input space and Y C R®
represents the label space. Let ¢(f(x),y) be the loss function, which is
assumed to be upper bounded by M (M > 0), and
L={lf(z),y)|f € H} be the family of loss functions on H, the expected
loss of FL on p can be described as

N = & (f) Zpk/ (@), y)dpi(a,y),
k=1

XxY

and the corresponding empirical loss is

K K ng
E(N) =Y & (f) =D e D bk
k=1 k=1 k=
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3. Generalization Analysis
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Error Decomposition

@ Excess risk:

Ep(]?fl) - gp(f*) = gp(ffl) - gp(J/c}l) Jrgp(f}l) - Ep(fcl) Jr‘E'p(j?cl) - gp(f*)

Aq:i= Ag:i= Agz:=

e A;: agnostic error, As: federated error, As: approximation error.

o fr =arg min S ;ﬁ,f,,k (f) is the empirical learner of FL on p,
Fri = argmincp S8 pi€,, (f) is the empirical learner on p,
fu = arg ming e, =37 £(f(2:), y:) is the empirical learner of CL, and
[* =argmin;,, &(f) is the expected (optimal) learner in H which
minimizes the expected loss on p.
@ The labeling function f is formed asf(x) = W7 ¢(x),where W € RP*¢,
#(x) € RP and #(-) is the feature mapping with learnable parameters .
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Bounds of Three Error Terms

To measure the performance gap of a model on different distributed data, we
introduce the discrepancy distance Mansour et al. [2009] as follows:

discr(Q1,Q2) = sup |Eq, (f) — Eq. (I,
Fen

where Q; and Q- are two different distributions.

Theorem (Agnostic Error Bound)

Assume that /(f(x),y) is \-Lipschitz equipped with the 2-norm, that is
1€(f (), y) = £(f (@), y")] < Allf () — f(@')]l2, B = sups_wr@)er Wl
where || - ||« denotes the trace norm. With probability at least1 — ¢ (6 > 0):

b

D S(plIn) log(2/9)
Ay < 2diser (7, p) + 4V2AB Y PEV/O||g(X )| F + 6M\/L
= 2n

where ||¢(X"*)||r = \/Z?;’l (o(xh), d(af)), S(BlIR) = x*(BlIR) + 1, x>
denotes the chi-squared divergence, p = [p1, ..., px], andn = L[ny, ..., nk].

n
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Proof Sketch

We first decompose A; into the following parts:
A1 =E,(fr1) = E(F ) + Efn) — E(F ) +E5(Fr0) — €, (1)
—_— ———
A=
We further decompose A as:

Ay =&(fp) - E(fn) +E(Fn) — E(Fr) + E(fr) — E(fr)
A= A= Ajgi=

@ The remain parts of A; can be bounded by 2discr,(p, p).
° gﬁ(fﬂ) < gp(ﬁ‘l) = A;p <0.
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Proof Sketch

Let # be a hypothesis space of f defined over X, £ be the family of loss
functions associated to #, n = [n, ..., nx] be the vector of sample sizes and
p = [p1, ..., px] be the mixture weight vector, the empirical weighted
Rademacher complexity of £ is

R(L.p) = elsupzpkzw ]

fer 5 i

and the empirical weighted Rademacher complexity of # is

R(H.p) = elsupzpkzzwfc ]

1=1 c=1

where fo(z¥) is the c-th value of f(x¥) corresponding to the C classes, e’'s
and ¥ s are independent Rademacher variables, which are uniformly sampled
from{ 1,+1}, respectively.

Author (lIE, CAS, UCAS, RUC) Federated Learning for Non-IID Data: From Theory to / PRICAI-2021 13/33



Proof Sketch

Aj; and A;3 can be bounded by weighted Rademacher complexity:

@ For any sample S = {51, ...5,} drawn from p, define ®(S) by

©(8) = sup(E5(f) — E5(f))-
feH

Let $" = {97, ...5,} be a sample differing from S only by point z’* in Sy
and z¥ in Sj. Then, we have

Applying McDiarmid’s inequality and Jensen’s inequality, we get

. 2(pl|m
®(S) < 2R(L,P) + ?,z\4\/"(p|2|’;)Jrl 1og§.

@ Ay, Ais < P(5)
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Proof Sketch

Estimate weighted Rademacher complexity:

e Lipschitz assumption: R(L,p) < vV2AR(H, p).
@ Rewriting R(H,p):

)

K
Pk
sup (Wi, @)
fen kz ’

R(H,p) = E.

)

E |7

where Wi, @, = [Zn:kl Ei'cl (wic)’ Z:Lkl fc (xf)] € RP*¢ and
<Wk, (I)k> TI’(Wk ‘I)k)

o Holder's inequality: R(H,p) < BS 1, 2 \/E[[®[Z].

@ Jensen’s inequality: E.[||®x]|%] < C|lo(XF)||%.

Author (lIE, CAS, UCAS, RUC) Federated Learning for Non-IID Data: From Theory to / PRICAI-2021



Bounds of Three Error Terms

Theorem (Federated Error Bound)

Under the same assumptions as the Theorem before, with probability at least
—6(6 > 0), we have:

K K
42<Y i (diswk’p) - 4@:B@|¢<X’C>|F> Iy (6M 1g(2/‘”) |
k=1

2n,
k=1 k

Theorem (Approximation Error Bound)

Under the same assumptions as the Theorem before, with probability
—6(6 > 0), we have:

log(2/4)

Az <
3 = m )

VC|o(X) | r +3M

4/2\B
n

where [|6(X)llr = /321 , $li))-
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Proof Sketch

Note that A; = Zszl P&, (ffl) - Ep(ﬁl)], we decompose A} as:

Aly:=

~ -~ ~ ~ ~ ~ ~ -~ -~ ~

Epc(F11) = Enn (F11) + Ep (F11) = Ep(Fer) + Ep (Fr) — Epp (o) + En (Fr) — Ep(fer)

Aoy Asgs Aaz Azg

™

Substituting A, into the equation of Az, due to the definition of fﬂ, we have

~ ~

K
Zpk[gpk(fﬂ) - gﬁk(fcl)] <0
k=1

@ Ay and A,z can be bounded by Rademacher complexity.
@ Ay, can be bounded by discy (px, p)-

@ Aj is a constant multiple of the generalization bound for CL, which can be
bounded by Rademacher complexity, as well.
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Excess Risk Bound

Theorem (Excess Risk Bound)

Under the same assumptions as the Theorem before, With probability at least
1—46 (6 > 0), the excess risk bound of federated learning on non-/ID data
holds as follows:

Ep(fr1) — E,(f*) < O(G1+ G2+ G3),

where Gy = disc (P, p) + Z-’LIW(X}C)H + 4/ SEIR)

Gy = BYC|4(X ||F+\/>and

%—gmmm%meWMwﬂ-i
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Excess Risk Bound

@ According to the bound, we can lower the excess risk by reducing
discr(pr p)s [W .. |6(X*) || r, and discy (7, p).

@ In non-IID condition, samples on different clients are drawn from different
distributions, so the gap between p;, and p certainly exists. Furthermore,
pr is unknown, how can we reduce discr,(p, p)?

discr(pr,p) 4 = discr(p,p) |
Especially, when p, = p, whatever value we choose for py, it’s not going
to make big difference to the global distribution. Therefore, we are able to
lower the excess risk by reducing discr,(pk, p), |W . and ||¢(X*)|| .

@ Corollaries (¢(-) is upper bounded by x? and 7y, = py)
o discr(pr,p) = 0: O ((KB\FCJr 1) z,ﬁ;lﬁk\/g)
o np=n/K: O (HB\/W) (distributed learning)
e K = 1: O(kB+/C/n) (centralized learning)
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FedAvgR: Federated Averaging with Regularization

@ We choose MMD (Maximum Mean Discrepancy) Borgwardt et al. [2006]
to measure the distance between different distributions @; and @2, which
is formed as

MMD[Q1, Q2] = sup (Eq, [f(z)] = Eq,[f()]) -

The local distribution p; won’t change during training, so we shall reduce
the discrepancy after feature mapping. In other words, we can reduce
disc(pf, p?) instead of discy (pr, p), where p¢ and p? are respectively the
local feature distribution on client & and global feature distribution.

@ Taking MMD[s?, p?] as a regularizer with |W ||, and ||¢(X*)| r, the
objective function on the k-th client is

min — " £(f(2f), yF) + al[W . + Blé(X ")l +yMMD[o}, p].
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FedAvgR: Federated Averaging with Regularization

Algorithm 1 FedAvgR. K clients are indexed by &, B is the local mini-batch size, E is
the number of local epochs, 7 is the learning rate, F' represents the objective function.

Server-Aggregate

1: initialize Wo and ¢,

2; for k=1,..,K do

3:  pj 4 estimate the distribution of ¢(x)

4:  upload the parameters of ﬁf to the server

5: end for
. get the global distribution 5% = Zszx ;ﬁcﬁ:
: for each round t =1, 2, ... do

8. for each client k do

9: Wi @h. py « Client-Update(k, Wy, @, )
10:  end for
11:  update the global distribution *
12: Wit Ei\;l EkWé‘+l=‘P:+1 b Z:le ﬁk¢f+1
13: end for
Client-Update(k, W.p,. p”)

1: draw samples Z;. from g
2: for epoch=1,..., FE do

3. for (z.y) € B do

=)

4: calculate MMD[ﬁfjﬁ‘”] by (z,y) and Z;»

5: F =53 e {U(@).9) + ol W], + Bllo(X) | # +yMMD[a}, %]
6: Wi < W —nVw, F, @), &« @, =1V, F

7. end for

8  pf « estimate the distribution of ¢(x)

9: end for
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Experimental Setup

@ Environment: All the experiments are trained on a Linux_x86_64 server
(CPU: Intel(R) Xeon(R) Silver 4214 (RAM: 196 GB) / GPU: NVIDIA
GeForce RTX-2080ti).

@ Datasets:

@ The synthetic dataset in our experiment is generated related to the method
in Li et al. [2020b], where the number of samples n; on client & follows a
power law.

@ We apply the partitioning method related to McMahan et al. [2017] to some
LIBSVM Chang and Lin [20] datasets to get non-IID data. We sort each
dataset by the label and divide it into V/N, shards of size N, where N is
the total number of samples, then we assign each client 2 shards.

@ Model: We use Random Fourier Feature Rahimi and Recht [2007] to do
the feature mapping ¢(-), which is formed as v/2 cos(w”x + b), where w is
sampled from N(0, 02), o is related to the corresponding Gaussian
kernel, and b is uniformly sampled from [0, 27].
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Experimental Setup

Table 1: Information of Different Datasets

Dataset Class | Training Size | Testing Size | Features
ala 2 1605 30956 123
svmguide1 2 3089 4000 4
splice 2 1000 2175 60
vehicle 4 500 446 18
dna 3 2000 1186 180
pendigits 10 7494 3498 16
satimage 6 4435 2000 36
usps 10 7291 2007 256
MNIST 10 60000 10000 28 x 28
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Comparative Experiment

We compare FedAvgR with Oneshot Zhang et al. [2015], FedAavg McMahan
et al. [2017], FedProx Li et al. [2020a] and FL+HC Briggs et al. [2020].

@ OneShot aggregates local models when local trainings converge.
@ Fedavg iteratively averages local models by ny /n.

@ FedProx adds the last-round’s global model to local training as
regularization based on Fedavg.

@ FL+HC uses hierarchical clustering to divide clients into several clusters
and applies FedAvg separately.
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Comparative Experiment

Table 2: Test Accuracy on Real-World Datasets. We run methods on each dataset 10
times, each with 300 rounds. We bold the numbers of the best method and underline
the numbers of other methods which are not significantly worse than the best one.

Dataset OneShot FedAvg FedProx FL+HC FedAvgR
ala 76.86+0.30 | 84.29+0.06 | 84.27+0.06 | 81.63+0.94 | 84.30+0.06
svmguidel | 71.50+4.21 | 90.95+0.86 | 91.19+0.84 | 85.66+4.48 | 91.77+1.01
splice 75.95+4.56 | 90.37+£0.21 | 90.38+0.20 | 85.12+2.14 | 90.40+0.26
vehicle 52.31+4.36 | 78.61+£1.08 | 78.584+1.06 | 62.24+8.12 | 78.82+0.98
dna 63.73+1.02 | 95.2340.17 | 95.18+0.21 | 92.09+3.25 | 95.59+0.23

pendigits | 46.70+£2.32 | 94.87+0.58 | 94.854+0.59 | 86.81+4.58 | 95.12+0.48
satimage | 73.07+2.39 | 88.83+£0.41 | 88.46+0.31 | 76.72+2.96 | 88.93+0.39
usps 56.83+4.06 | 94.57+0.15 | 94.5340.13 | 88.03+3.62 | 94.80+0.19
MNIST 68.80+2.06 | 97.26+0.09 | 97.24+0.07 | 85.13+2.23 | 97.34+0.06
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Impact of MMD[?, p?]

We run 100 rounds on the synthetic dataset with (u,v) = (1,1) and sample
100 points from each 57 and 5 to show the impact of MMD[?, p?].

Round 0
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Impacts of Different Regularizers

We run 250 rounds on the synthetic dataset with (u,v) = (0.5,0.5) and some
real-world datasets with non-1ID partitioning.

Table 3: Test Accuracy of FedAvgR with Different Regualrizers

Dataset No Regularizer | [W]l. | [[¢(X")[[» | MMD | All Regularizers
svmguide1 89.05 | 89.20 89.45 | 89.61 90.70
vehicle 7712 | 7717 7717 | 77.46 78.32
dna 95.33 | 95.52 95.36 | 95.45 95.70
pendigits 95.70 | 95.71 95.74 | 95.94 95.90
usps 94.57 | 94.72 94.82 | 94.80 94.82
synthetic 95.82 | 96.07 96.06 | 96.12 96.23
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Conclusion

@ In this paper, we give an excess risk bound for federated learning on
non-lID data through Rademacher complexity and discrepancy
distance, analyzing the error between it and the optimal centralized
learning model. Based on our theory, we propose FedAvgR to improve
the performance of federated learning in non-IID setting, where three
regularizers are added to achieve a sharper bound. Experiments show
that our algorithm outperforms the previous methods. As the first work to
analyze the excess risk under a more general framework, our work will
provide a reference for the future study of generalization properties in
federated learning with non-lID data. Besides, the proof techniques in
this paper are helpful to the research of error analysis related to the
distributed framework.
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